Your New SUNY Potsdam Email Account

Welcome to the SUNY Potsdam family!

We wanted to provide you with important information about setting up your email account
and the security steps to protect it.

All SUNY Potsdam user accounts have MFA (Multi-Factor Authentication) enabled. Before
you log in to your SUNY Potsdam account for the first time, please make sure you have a
way to receive a verification code. You will need either a cell phone that can receive calls
or SMS texts, a desk phone, or an Authenticator App. We highly suggest using the Microsoft
Authenticator app as it is the most secure method to verify MFA requests.

It is important to remember that you will be asked to re-authenticate with MFA every two
weeks, so it is critical that you have your second verification method nearby when this
happens. In most cases a cell phone is the optimal choice for this purpose. If you have your
MFA verification method ready, please proceed.

1. Goto https://www.office.com/ and click
“Sign-in”

B® Microsoft

2. Enteryour SUNY Potsdam email address and Sign in
click “Next”

@potsdam.edu|

No account? Create one!

Can't access your account?

Cg Sign-in options



https://www.microsoft.com/en-us/security/mobile-authenticator-app
https://www.office.com/

3. Your current password will be
a temporary password sent to your non-SUNY
Potsdam email that you have provided to us. i Potsdam

Update your password

You need to update your password because this is.
the first time you are signing in, or because your
password has expired.

furr word

By signing into your SUNY Potsdam Microsoft 365
Account you are agreeing to the Information
Technology Acceptable Use Policy

If you are experiencing issues signing into your
account, please contact the IT Service Desk by

emailing itservicedesk@potsdam.edu or calling +1
(315) 267-4444

4. After setting your password, you will be
prompted to configure multiple verification Potsd
methods. Please click “Next” on this page. T ecan

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

By signing into your SUNY Potsdam Microsoft 365
Account you are agreeing to the Information
Technology Acceptable Use Policy

If you are experiencing issues signing into your
account, please contact the IT Service Desk by
emailing itservicedesk@potsdam.edu or calling +1
(313) 267-4444




5. Please then select your default authentication method. There are three options:

Authentication phone, Office phone, and Mobile app (Microsoft Authenticator app).
Select Next and follow the prompts to add this account. We highly suggest using the

Microsoft Authenticator App as it is the most secure method. More information about
MFA can be found at Enabling Multi-Factor Authentication (MFA)| SUNY Potsdam
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Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app v

—How do you want to use the mobile app?

! Receive notifications for verification

| @  Use verification code
L

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile app.

6. Once you set your default verification method, you may be signed out of office.com.
Log back into office.com and it will prompt you to finish setting up your other verifi-
cation methods. These additional verification methods will be used when you need to
reset your password in the future.
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don't lose access to your account!

To make sure you can reset your password, we need to collect some info
2§ 4 | o
secure. You'll need to set up at least 2 of the options below

o Office phone is not configured. Set it up now
o Authentication Phone is not configured. Set it up now
0 Authentication Email is not configured. Set it up now

o Security Questions are not configured. Set them up now

finish



https://www.potsdam.edu/about/administrative-offices/computing-technology-services/services/campus-computer-account-cca/enabling-multi-factor-authentication-mfa

7. After you complete these steps click “finish” and you should be able to access Microsoft
Office3b5 and other provided services that require SUNY Potsdam Single Sign-On SSO.

If you run into problems during the setup process, you can reach the IT Service Desk by
emailing itservicedesk@potsdam.edu or calling (315) 267-4444.
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